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Abstract In formal approaches, messages sent over a network are usually modeled
by terms together with an equational theory, axiomatizing the properties of the
cryptographic functions (encryption, exclusive or, . . . ). The analysis of cryptographic
protocols requires a precise understanding of the attacker knowledge. Two standard
notions are usually considered: deducibility and indistinguishability. Those notions
are well-studied and several decidability results already exist to deal with a variety of
equational theories. Most of the existing results are dedicated to specific equational
theories and only few results, especially in the case of indistinguishability, have been
obtained for equational theories with associative and commutative properties (AC).
In this paper, we show that existing decidability results can be easily combined for
any disjoint equational theories: if the deducibility and indistinguishability relations
are decidable for two disjoint theories, they are also decidable for their union. We
also propose a general setting for solving deducibility and indistinguishability for an
important class (called monoidal) of equational theories involving AC operators. As
a consequence of these two results, new decidability and complexity results can be
obtained for many relevant equational theories.
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