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a b s t r a c t

SCADA (Supervisory Control and Data Acquisition) systems have been used for remote measurement and
control over both critical infrastructures and modern industrial facilities. The electric power system is
thought of as a typical model using the SCADA network for its remote control and monitoring. Integration
between many networks is one of today’s global trends. In fact, the integration of the SCADA network into
Information Technology (IT) networks is favorably under way in terms of automation and economics of
power systems, which makes the SCADA network vulnerable to increased cyber assaults. In so far as
cyber security is concerned, there exist several methods to secure the system such as encryption, firewall,
authentication, and so on. In this paper, we primarily address the unique security environment and inher-
ent problems in the radial SCADA network of electric power systems. Our approach here is informed by
the symmetric encryption method. For the most part this paper will be limited to the key management
for encryption and provide a solution to the optimal key distribution period as well.

� 2009 Elsevier Ltd. All rights reserved.

1. Introduction

As the power industry relies increasingly on information to
operate power systems, not only the power system infrastructure
but also the information infrastructure cannot be effectively man-
aged alone. First of all, the reliability of power system infrastruc-
ture is significantly affected by any problems that the
information infrastructure might face [1], as automation continu-
ously replaces manual operations, market forces necessitate more
accurate and timely information, and at the same time the power
system equipment becomes obsolete.

Generally, the SCADA (Supervisory Control and Data Acquisi-
tion) system is an operational twin composition of a large and
strong software package and a networking infrastructure into a
global supervision system. The former uses the latter to acquire
data, analyze and send control actions. In recent years, IED (Intel-
ligent Electronic Device), a control unit performing communication
function with the master station, is taking the place of RTU.

So far the SCADA systems have been used for remote measure-
ment and control of the critical infrastructures such as electric
power, gas and oil as well as manufacturing facilities [2]. The

general configuration of the SCADA network is sketched in Fig. 1.
It is largely composed of three parts: master station, communica-
tion links, and slave stations which would be RTUs and IEDs. The
communication links for connecting the SCADA server with IEDs
may have different kinds of media according to the system size
and circumstances.

In the beginning stage when the SCADA systems were built,
they used their own private network separated from external net-
work, but they have gradually been connected to external network,
even to the Internet, for the purpose of saving the costs of building
networks and installing new functions of power systems, i.e., auto-
mation and intelligent control [3].

In this sense, the SCADA network has been exposed to cyber
security problems with IT advancement and network growth.
Especially, the SCADA systems of energy industry are vulnerable
to targeted cyber assaults and terrorism in that the attacks to these
infrastructures can cause tremendous losses in the overall social
systems [4]. The external attacks have increased twofold compared
with internal attacks [5].

Though research efforts to overcome this problem have been
spread throughout the world, the security problem in the SCADA
network of Korean electric power systems has apparently been
ignored. The main reason is that the SCADA system is a closed sys-
tem separated from other networks such as the Internet. Thus it is
probable that the private network is still being utilized in the
power system communication since the control area is limited to
Korea’s territory and the infrastructure has been constructed by a
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